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Report Summary

The confidential expense funds are used in
connection with criminal investigations,
which require cash to be used for the
purposes of furthering the investigations.
This report details the findings and
recommendations associated with the
confidential expense fund activity during
the fiscal year 2013.
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GOVERNMENT AUDITING STANDARDS COMPLIANCE

This performance audit was conducted in accordance with Generally Accepted
Government Auditing Standards. Those standards require that the audit be
planned and performed to obtain sufficient, appropriate evidence to provide a
reasonable basis for the findings and conclusions based on the audit objectives.
| believe that the evidence obtained provides a reasonable basis for the findings
and conclusions based on the audit objectives.

AUDIT STAFF

Amanda R. Wallace, CPA, City Auditor

Office of the City Auditor
Killeen City Hall
Phone: (254) 501-7685
Email: awallace@killeentexas.gov
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AUDIT REPORT
HIGHLIGHTS

Why This Audit Was
Conducted

The confidential expense
activity is audited on an
annual basis because of
the sensitive and volatile
nature of maintaining
large amounts of cash on
hand.

What Was Recommended

It was recommended that
the Police Department
ensure that all ledger
entries are complete, that
the authorized
procedures do not
conflict with any city-
wide policies, and that
disbursement checks be
cashed and recorded
immediately on the
ledger.

Confidential Expense Audit

Mayor and Council,

| am pleased to present this audit on the Killeen Police
Department’s Confidential Expense program.

BACKGROUND

The Police Department conducts covert operations, often dealing
with narcotics enforcement. As an underlying principal in
undercover investigations, it is necessary to use cash for many
investigative expenses. Confidential expense cash is used for these
purposes.

OBJECTIVE AND SCOPE

The objective of the audit was to determine whether the Killeen
Police Department has adequate controls in place to safeguard the
City’s assets with regard to confidential expense activity, to
determine whether confidential expense cash is used for authorized
purposes, and to determine whether the confidential expense cash
is managed and accounted for in accordance with authorized
procedures.

WHAT WAS FOUND
A small number of ledger entries were incomplete, causing some
difficulty in tracing them to the supporting documentation.

The Standard Operating Procedures conflicted with the city-wide
Travel Policy with regard to per diem.

There were significant delays in cashing the checks disbursed by
the Finance Department.

| appreciate the cooperation and assistance | received from the
Police Department staff during this audit.

Oomondo_ 7. Lo are.

Amanda R. Wallace, City Auditor



BACKGROUND

The Special Investigations Division (SID) of the Killeen Police Department (KPD) conducts covert
operations, often dealing with narcotics enforcement. As an underlying principal in undercover
investigations, it is necessary to use cash for many investigative expenses. Confidential
expense cash contributes to the operational needs of KPD’s investigative activities with a
budget of $75,000 during FY2013. Availability of the funds aids in determining the existence
of a crime, establishing identities of participants in crime and furthering the investigation and
prevention of crimes.

SID representatives request disbursements through the Finance Department from the
confidential expense account and use that disbursement to replenish the confidential expense
cash which is secured in a safe with limited access. This cash may be used only for official
investigative purposes, which fall into one of the following three categories:

1. Purchase of Evidence - The purchase of evidence and/or contraband such as narcotics
and dangerous drugs, drug paraphernalia, stolen property, firearms, pornographic
magazines and videotapes, illegal food stamps, etc. required to determine the existence
of a crime or to establish the identity of a participant in a crime.

2. Purchase of Services - The costs of an ongoing investigation to include, but not limited
to, leasing an apartment, storage facilities, vehicles for undercover officer, setting up
business fronts and P.O. boxes as necessary, or for the operational needs required for a
particular investigation (i.e. meals, beverages, club cards, cover charges, entertainment
and similar expenses for undercover purposes within reasonable limits.)

3. Informant Rewards - Cash payments to confidential informants for performing a service
(controlled buys, introduction of undercover officers, etc.) or for supplying specific
information regarding matters that would be investigated by SID.

Detectives in need of cash to properly perform their investigative duties must submit a
Confidential Fund Receipt (CFR) detailing the amount of the advance. The proper approvals
must be obtained per the Standard Operating Procedures on the CFR, and each CFR is assigned
a fund request number. Upon using the cash that was advanced to them, the detectives must
report each expense on a CFR and include the fund request number on each. If there is cash
leftover from the initial advance received, this amount must be returned prior to requesting
more funds. Each cash return is reconciled with the corresponding CFRs to ensure that all
funds are accounted for.

The SID Commander has the ultimate responsibility of maintaining the confidential funds
account. The OCU Sergeant is designated as the person responsible for daily accounting and
control of the funds. The balance of the fund account will be recorded on the fund ledger,
which will be maintained in the OCU safe with the cash on hand.
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OBJECTIVE, SCOPE, AND METHODOLOGY

The Confidential Expense Audit is conducted annually because of the sensitive and volatile
nature of having large amounts of cash on hand. This audit was also included in the FY2014
Audit Plan, as presented to the City Council and the Audit Committee.

Objective

The objective of the audit was to determine whether KPD has adequate controls in place to
safeguard the City’s assets with regard to confidential expense activity, to determine whether
confidential expense cash is used for authorized purposes, and to determine whether the
confidential expense cash is managed and accounted for in accordance with authorized
procedures.

Scope
The audit scope included confidential expense activity for the period October 2012 through
September 2013.

Methodology
To accomplish the audit objective, the following steps were performed:

= Conducted interviews with KPD staff and obtained information on policies and procedures
as well as staff responsibilities.

= Obtained and tested data from KPD as well as the Finance Department relating to
confidential expense activity.

= Analyzed supporting documentation to determine whether the policies and procedures were
adhered to.

= Analyzed policies and procedures to determine effectiveness.

= Considered fraud, waste, and abuse as related to the audit objective.
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AUDIT RESULTS

The Confidential Expense Fund ledger was reviewed extensively along with the documented
Standard Operating Procedures (SOP) and the records provided by the Finance department. In
reviewing these records with relation to the scope of the audit, there were some areas where
significant issues had not materialized, but could be areas in need of better checks and
balances in order to deter possible issues in the future.

Finding 1: Three ledger entries were incomplete.

A portion of the ledger testing that was completed for the audit involved reviewing the
Confidential Fund Receipts for a random sample of advances. As the detectives draw down on
the funds that were advanced to them, they are required, as described in the Background
section of this report, to document each use on a Confidential Fund Receipt. This practice
should be used as well for any amounts that are returned to the OCU Sergeant and these
returns should be logged on the ledger. In one instance, the fund request number was not
included in the return entry on the ledger. The return was traced back to the initial advance
and it was reconciled properly despite the missing information. Additionally, in recording the
replenishing disbursements from the Finance Department on the ledger, there were two
instances in which the check nhumber was not included in the entry. The information presented
in each ledger entry should be complete for purposes of consistency, and so that each can be
traced back to the initial supporting documentation if necessary.

Finding 2: The SOP does not agree with the city-wide Travel Policy.

The SOP regarding the confidential expense activity includes a section on per diems, which
does not agree with the current city-wide Travel Policy. This section should be updated to
comply with the city-wide Travel Policy in order to ensure that the applicable Internal Revenue
Service regulations are observed.

Finding 3: There are significant delays in cashing checks.

As described in the Background section of this report, SID staff requests replenishment funds
from the Finance Department, which is responsible for issuing the checks. The checks will
ultimately be cashed and recorded on the ledger. Ledger testing that was completed for the
audit included tracing all checks issued by the Finance Department to the Confidential Funds
Ledger. 63% of the disbursements from the Finance Department were delayed at least two
weeks before being recorded on the ledger. In one instance the delay was three weeks. These
disbursements should be cashed and recorded immediately upon receipt from the Finance
Department. The delay should be no longer than one week unless extenuating circumstances
occur, which should be documented as such.
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Additional Observation: Key code access and combination to the safe

According to the SOP, the combination to the safe where confidential funds are secured should
be changed upon the change of any personnel with knowledge of the combination.
Additionally, the key code access number should be changed upon change of relevant
personnel. Since there was a change in personnel during FY201 3, these accesses should be
changed to be in compliance with the SOP and to ensure that unauthorized access to the City’s
assets is not obtained. At the time of the audit fieldwork, these had not been changed;
however, KPD promptly upon notification ensured that the changes were made prior to the
issuance of this audit report.
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RECOMMENDATIONS

The recommendations listed below are a result of the audit effort and are subject to the
limitation of the scope of the audit. | believe that these recommendations provide reasonable
approaches to help resolve the issues identified. | also believe that operational management is
in a unique position to best understand their operations and may be able to identify more
efficient and effective approaches, and | encourage them to do so when providing their
responses to the recommendations. As such, | strongly recommend the following:

1. Ledger entries should be complete and include all necessary information.

2. The SOP should agree with the city-wide Travel Policy regarding per diems.

3. The Checks issued by the Finance Department to replenish the confidential funds should be
cashed and recorded on the ledger within one week of the date of the check. If there are

extenuating circumstances requiring a longer delay, this should be documented.

See Appendix A for Management’s Response to each recommendation.
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APPENDIX A

MANAGEMENT RESPONSE

MEMORANDUM — ‘
Killeen Police Department

To: Amanda Wallace, City Auditor

Via: Glenn Morrison, City Manage

From: Dennis M. Baldwin, Chief of Police

Date: November 25, 2013

Subject: Confidential Expense Audit — Fiscal Year 2013

This memorandum is my response to the Confidential Expense Audit findings for Fiscal Year
Fiscal Year 2013.

Finding 1:

Items 1 and 2 are quality control issues. The supervisor keeping the ledger will be more vigilant
moving forward to avoid such errors.

Finding 2:

Division policy regarding the deficiency noted in Finding 2 has been changed to reflect the
citywide Travel Policy regarding per diems.

Finding 3:

Division policy has been changed to ensure that disbursement checks are cashed and recorded in
the ledger within five business days of the payee taking possession of the check. A date and time
receipt from the bank, documenting the transaction will be made a part of the file.

Should you have any questions or concerns regarding this response, please feel free to contact
my office at 501-8804.

Sincerely,

Q. M Boddiirtn.

DENNIS M. BALDWIN
CHIEF OF POLICE
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